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Secure Retirement and Disposal of IT Assets
Such as Laptops, PCs and Mobile Devices

CEOCFO: Mr. Parks, what is the concept behind Retire-IT?
Mr. Parks: What we have seen is that many companies spend a lot of time and money 
focusing on protecting data for assets while they are online. However, when it comes 
time to dispose of the laptops, PCs and mobile devices, the security and focus on 
tracking those assets is not necessarily there for many companies. Retire-IT fills that 
void and works with companies to create an unbroken chain-of-custody showing 
everything the client is disposing of and tracking those assets until they can be recycled 
properly. 

CEOCFO: How does the tracking process work?
Mr. Parks: This is where it gets unique for us. We work with the clients on the front end 
to make sure that all the assets identified for disposal are being inventoried and tracked. 
Once the client has an inventory, they apply a bar-coded sticker, which we call a 
disposal tag, to all the assets that are being disposed of. This does two things: First, it 
allows is for the clients to understand how important it is to track the assets and educate 
them on why this is an important process –only assets that are there for pickup can be 
disposed of. If an employee were to take a laptop before it was picked up how would you 
know? Secondly, it increases the accuracy by 100%. We are able to have assets tracked 
by their serial number and the disposal tag. When the assets reach the facility where 
they are being disposed of having an accurate inventory that is 99% accurate compared 
to 48% accuracy rating the cause for concern can be huge. This is why we advocate for 
what we call two key tracking, the use of our disposal tag in addition to the serial 
number, because the opportunity for error is just too large when tracking data bearing 
assets. 

CEOCFO: With so much identity theft and data breaches, are companies paying attention to this aspect? Are 
more companies understanding the importance of security?
Mr. Parks: Companies are becoming more aware. We have been around for eleven years and have seen the attitude 
towards data security, specifically employee theft, improve dramatically but not quite to the level that we would like to see. 
Data breach prevention has come to the forefront for many companies, but there are still a lot of companies that lack an 
understanding of the risk and exposure during IT asset disposal. It is not enough to have Uncle Bob’s local company 
come pickup their old assets in an unmarked van for free and then have no idea where those assets end up. The risks 
associated with that are too great. 

CEOCFO: Will you explain the chain-of-custody? Why it is so important and how you document it?
Mr. Parks: The chain of custody process is important because it allows clients to know that their assets are tracked all the 
way through end of life recycling or repurposing. Companies love it because it helps them stay compliant with HIPAA or 
any kind of other regulations that they may be facing such as Sarbanes-Oxley. I know the SEC is becoming more and 
more concerned with financial institutions and investment companies identifying asset encryption and disposal. We not 
only help companies stay compliant, but actually exceed those standards and incorporate a process that allows them to 
actually know which assets ended up at what location. 

How it traditionally works is that a company with unwanted assets would contact a disposal company and say they have 
100 assets that need disposed of and ask to have them picked up and taken to a recycling facility. These companies are 
trying to do the right thing, but there are holes in this process that allows for lost, stolen, and misplaced assets. 
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Most companies have massive amounts of risk during IT Asset Disposal (ITAD) and are unaware if an employee decided 
they wanted to take a laptop home. Stacking unwanted equipment in an unused closet or room until someone is tripping 
over it and then calling for a pickup is not good policy. In this scenario, even if the ITAD company picking up the 
equipment does a perfect job and no mistakes are made, they are only able to account for the assets they picked up, the 
ones that made it to the pile. However, if an employee took a laptop before making it to that pile then it goes unnoticed. A 
good example of this is what we call the Robin Hood effect. We had a client whose IT manager was taking old laptops and 
giving them to her daughter’s school, not realizing the implications of customer data still being on the hard drives. This is 
why the front-end work is so important.

CEOCFO: Why not just remove a hard drive, mutilate it and not worry about the other part of the device?
Mr. Parks: Some companies do that. It all boils down to tolerance of risk and what they want to do with the asset once it 
has reached its end of life. Certain companies will have on-site data destruction using data erasure software, while others 
will have the hard drives physically shredded. Some actually do both, because their risk tolerance is extremely low. 
Another solution is to have the hard drives encrypted so they feel comfortable with having the assets transported in a 
secured truck to where it is wiped at a facility and then recycled or repurposed. 

Regardless of the data destruction policy, companies will still want detailed records of asset disposal for environmental, 
audit, and compliance regulations. 

CEOCFO: That still does not take care of the person that is taking them home, so it seems that tagging at the 
very beginning makes the most sense. Are companies understanding embracing the concept? 
Mr. Parks: The companies that are concerned with that scenario do take it seriously. They understand it and value that 
service. We see it most with healthcare companies and financial investment institutions because they tend to be more 
concerned about that not only from the standpoint of regulation, but if they had a data breach the damage to the 
reputation of their brand is huge.

CEOCFO: Are many companies or are people in general aware that something like a copier could retain 
information and that it is not just a computer?
Mr. Parks: More and more companies are becoming aware and that is something that we work with them towards 
understanding. Client education is important to us and making people aware that it is not just a laptop or PC that has a 
hard drive, but also a copier, scanner, etc. Even now, the smart TVs that many companies will put in their boardrooms to 
display all kinds of information have hard drives, so they should be concerned about them as well. 

CEOCFO: How would people find you if they were looking?
Mr. Parks: The number one way that we have been working with customers is through our website: www.Retire-IT.com. 
We get many of our clients from them doing web research and reaching out to us that way. Recently we announced two 
partnerships with processing facilities, which physically recycle the assets. Arrow Value Recovery, which is a large, well-
recognized company that deals with the retirement of old IT assets and IT Renew, which does the same thing, but tend to 
focus more on data centers and server rooms. Because Retire-IT does not actually physically recycle any of the 
equipment ourselves, we work with a nationwide network of partners, Arrow Value Recovery and IT Renew being two of 
the biggest. We schedule and coordinate the ITAD project and then act as a third party, conducting independent 
verification between the inventories of what the client says they are getting rid of to what was actually received at the 
recycling facility. If there is an issue and an item that was not received or is unaccounted for, we work with the client right 
away to figure out what happened. Did it not make it to the pile, was it lost/taken in transit, or did it get misplaced inside 
the recycling facility? We want to determine that immediately, before the equipment gets taken off of pallets and 
distributed throughout the recycling facility. 

On the flipside, not only are you having employees taking things before they ever get recycled, but you are also have 
employees add things to the pile without adding them to the inventory. It is very common that companies, when they are 
recycling old assets, might have someone on a different floor in a different department say “Oh perfect, we have twelve 
laptops that we do not need anymore, I’m just going to add this to the pile.” When you have companies that do that and 
they are not tracking assets, you have untracked assets and then have the potential for a breach.

“We had a client tell us after some equipment was unaccounted for that, ‘Nobody cares about ITAD, until something goes 
wrong and then everybody cares about ITAD.’ What we recognize is that you cannot just focus on securing the data while 
the assets are in use because the same exact risks are there when you go to get rid of the equipment.”- Tyler Parks
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CEOCFO: When you talk with a company, do they understand all of the parts? Have they even thought of it 
before they speak with or is it a grey area until you can point this all out?
Mr. Parks: In general, they are becoming more aware, but it is always something that can be improved upon. A majority 
of companies that we speak with that have a bunch of equipment and are not sure what to do with it. There are 
companies who have been using ITAD solutions, but as the focus on data security becomes more prevalent, they realize 
that the solution that they have been using is not good enough. We also speak to companies that are unaware of the risks 
during disposal. When we speak with them about all the potential risks involved, it is eye opening for them and gives the, 
a moment to reflect and realize that they should take this more seriously.

CEOCFO: Are you typically working with a company on an ongoing basis?
Mr. Parks: Yes. Once we have a client that tests the process out as a pilot project or becomes a client, they remain as 
repeat customers 98% of the time. The only time where we ever see clients who do not remain using us is a onetime 
project where the company was going out of business.

CEOCFO: What is ahead for Retire-IT?
Mr. Parks: We are looking to collaborate with more recycling processers like Arrow Value Recovery and ITRenew. 
Companies are realizing that they need proof, not a promise of ITAD. Having our partners able to provide the third party 
verification that Retire-IT offers is a unique way for us to expand out and get more clients aware of the risk involved and 
minimizing those risks. We also look at future trends. As companies shift towards a BYOD policy where employees will be 
accessing information on their personal smart phones, tablets, and laptops we want to work with companies to collect and 
properly dispose of those devices as well. 

CEOCFO: Why pay attention to Retire-IT?
Mr. Parks: The biggest reason use Retire-IT is that the fear of a data security breach is so huge today. The reason that 
we got involved in this company was that we wanted to protect our data. I was part of the VA Hospital breach. I shop at 
Home Depot and was notified by them when their data breach happened. You see companies like Coca Cola who had 
and employee take laptops home and have a data breach that way. We had a client tell us after some equipment was 
unaccounted for that, “Nobody cares about ITAD, until something goes wrong and then everybody cares about ITAD.” 
What we recognize is that you cannot just focus on securing the data while the assets are in use because the same exact 
risks are there when you go to get rid of the equipment. By having Retire-IT fill that void, it helps keep everyone’s 
information more secure, which is better for everyone in the end.

Interview conducted by: Lynn Fosse, Senior Editor, CEOCFO Magazine
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