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Social Media Threat Assessment Services Focused on Improving
Security by Utilizing Machine Learning and Skilled Analysts

CEOCFO: Mr. Schoenberger, your site indicates Soteria Intelligence is a social 
media threat assessment company. What is your approach on a day-to-day basis?
Mr. Schoenberger: As opposed to using social media for marketing or brand reputation 
management, our company uses social media to improve security by looking at signs of 
potential threats, such as erratic behavior or a violent preoccupation. Daily we look for 
signs on social media channels that could lead to violence or cause other types of harm 
(to structures, proprietary information, etc.) and harness then analyze data collected to 
provide actionable intelligence to various law enforcement agencies as well as private 
and public companies. 

CEOCFO: Who are your clients? What are you looking for and how does it work?
Mr. Schoenberger: The big disconnect nowadays and the reason why so many threats 
on social media are missed, such as indicators prior to school shootings or the San 
Bernardino attack that occurred recently, is that law enforcement, the intelligence 
community, private security teams, and existing social media threat assessment 
technologies, aside from ours, only look at combinations of keywords and don’t paint an 
accurate picture of who the threat actors really are. What we are doing is looking at 
other data points that allow us to determine who someone is, what their real interests 
are and ultimately, if they are posting potentially threatening material, what their intent is. 
Our clients vary greatly from schools to large corporations to law enforcement agencies. 
We recently launched a pilot program to help schools because we have received a lot of 
interest in social media threat assessment services from middle schools, high schools 
and colleges (both public and private). When it comes to schools, many times there 
were signs on social media before attacks were carried out, but they unfortunately 
weren’t identified in time. We won’t stand by and do nothing while schools are being 
locked down on an almost daily basis across the country and innocent children are 
losing their lives due to senseless violence. 

CEOCFO: What are you putting together that would elude to intent?
Mr. Schoenberger: The best indication of intent is to look at preoccupation combined activity on social networks. If we 
look at what people are actively engaging online, what they are posting, their connections, etc. we can form an 
understanding of who they are and what their intentions could be. A great example would be if a student at a school is 
consistently commenting and liking gun-related photos they clearly have a preoccupation with guns and that, combined 
with other data points like veiled threats, could be an indication of their intent. If they actively engage photos of cars or 
fishing, it doesn’t necessarily have the same meaning. Aside from engagement/preoccupation, we tie in historical data on 
social media threats, research we’ve performed over the past 5 years on social media threats, and utilize cognitive 
computing technologies working in conjunction with in-house analysts as well as proprietary algorithms. 

CEOCFO: What is the human to technology component?
Mr. Schoenberger: It is really a marriage between man and machine in that our in-house analysts work with cognitive 
computing technologies to make the systems more intelligent and effective over time. We continuously make our system 
smarter by eliminating false positives and training it to be able to better understand the data that’s being digested and how 
such data interacts with our proprietary algorithms and historical data on social media threats. 

CEOCFO: What is the key to finding all of the potentially relevant data about an individual or group?
Mr. Schoenberger: The key to finding all of the relevant data comes down to expertise and technology. Aside from 
having access to social media data that is fed into our system, our intimate knowledge of search engine algorithms and 
physical threat intelligence allows us to connect the dots in many other ways. 
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CEOCFO: Do you foresee a time when people with bad intentions will be smart enough not to engage in posting 
threatening material online?
Mr. Schoenberger: This is an excellent question, and the answer is no. What’s interesting is that many people that post 
threats on social media channels aren’t necessarily intent on carrying out whatever they have threatened to do, but 
instead it’s a cry for attention and in reality a cry for help. This is also why a majority of threats are posted publicly on 
Twitter as opposed to private networks because the threat actors want them to be seen. If you look at the recent LAUSD 
school closure, an individual had sent a threat via email, which resulted in over 900 schools being closed and hundreds of 
thousands of students staying home. The threat was similar to incidents we’ve researched in the past in that the threat 
was intended to wreak havoc and cause disruption not to actually commit a violent crime. However, there are instances 
where social media threats actually do lead to violence, and proactively identifying those is our main priority. 

CEOCFO: Who is responsible legally for an incorrect assessment? For example, a school district sends police to 
someone’s house and they try to sue?
Mr. Schoenberger: What Soteria Intelligence provides is not a foolproof solution to a very serious problem in the world 
today, but instead access to social media information that wouldn’t otherwise be available. Our role is to gather open-
source intelligence from social networks, analyze the data, and deliver it to our clients so they can, internally, make a 
decision as to what the next steps are. In essence, the final threat assessment and course of action doesn’t fall on us, we 
simply provide information and expertise as it relates to social media. If a school district sends police to someone’s house, 
that would be something that was decided by school administrators or police/security, not Soteria Intelligence. 

CEOCFO: How are you able to understand social media threats when it seems others cannot?
Mr. Schoenberger: The reality is that a majority of social media threat assessment efforts today are manned by either 
law enforcement or private security personnel with no expertise in social media and they are coupled with social media 
monitoring tools built for marketing or brand reputation management not threat assessment. That’s an ineffective and 
dangerous combo. I myself have spent the past 15 years studying online behavior and guiding large organizations 
(Fortune 100s, etc.) on complex social media challenges, and have become an industry-recognized expert on social 
media having been featured in numerous publications (college textbooks, etc.), a keynote speaker at conferences, and 
interviewed on national television. Simply said, the intimate knowledge I have of social media combined with my team’s 
expertise is hard to rival. 

CEOCFO: How are you reaching out to the various groups that should be using Soteria Intelligence’s services?
Mr. Schoenberger: Coming from a background in marketing where some of the largest companies in the world have 
reached out to me for help, and falling back on our expertise in social media, we are fortunate to do minimal outreach and 
most clients contact us because they saw Soteria Intelligence in an article, heard about us through colleagues, or found 
our company when running searches in Google. The same expertise that allows us to understand social media at its core 
is what we use to drive new business. 

CEOCFO: What would someone key in when doing an online search to find you? Do people know to search for 
social media threat monitoring?
Mr. Schoenberger: Usually in this space, security and law enforcement professionals refer to what we provide as social 
media threat assessment similar to a physical threat assessment or any other type of threat assessment. With intimate 
knowledge of search engine optimization and the inner workings of search engine algorithms, we have the ability to rank 
well and also use search engines to pull valuable data that’s then bundled into our threat assessment reports. 

CEOCFO: What is your business model?
Mr. Schoenberger: Our business model is multi-faceted in that we offer social media threat monitoring services for clients 
on an ongoing basis using a subscription model, and we also offer consulting and incident response services for clients 
that either feel they may have issues in the future or have already received threats in the past. Consulting and incident 
response services are priced on a per-project basis. 

CEOCFO: When you are speaking with a prospective client, are people willing to give it a shot or are they 
skeptical? 
Mr. Schoenberger: The fact is social media threats have become a very serious problem and people are losing their lives 
on a regular basis because threats weren’t identified in time. That is unacceptable to us and it’s not acceptable for our 

“Soteria Intelligence is an important company, especially in this day and age, because social media threats are warning signs – hints 
at what may come – and failing to identify the breadcrumbs has cost hundreds if not thousands of lives.” - Aaron Schoenberger
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clients. What we bring to the table is expertise and technology, and for that clients trust us. One of the Directors of Soteria 
Intelligence is a retired Secret Service Agent that was tasked with protecting the President of the United States and he 
was in charge of all foreign intelligence for the Secret Service before serving as a Federal Security Director with the 
Department of Homeland Security. Another Director was the chief architect of the Prodigy internet system and we have 
other very seasoned experts on the team. The point: We are not a group of tech-savvy teenagers scouring the internet for 
social media posts that could be deemed a threat, but instead a team of social media, intelligence and security 
professionals with the ability to make a difference in the world.

CEOCFO: What has surprised you as Soteria Intelligence has evolved and become available?
Mr. Schoenberger: What has surprised me and reinforced our mission is the fact that our predictions were totally correct 
in that we started working on this company in 2010 almost two years before social media threats spiked, so our foresight 
afforded years of research and development before the threat was realized and responded to by others. We focus on 
taking a proactive approach to social media threat assessment and our ability to understand the social media landscape 
enough to see what’s around the next turn is what sets us aside from the crowd. We know social media very well and saw 
threats voiced on social media channels as becoming a serious problem, and we were right. 

CEOCFO: Why is Soteria Intelligence such an important company today?
Mr. Schoenberger: Soteria Intelligence is an important company, especially in this day and age, because social media 
threats are warning signs – hints at what may come – and failing to identify the breadcrumbs has cost hundreds if not 
thousands of lives. If an individual can post photos of a gun and bloodstained pants on Instagram, hashtagged with 
#shootthepolice and geotagged in Brooklyn, and over three hours passed before he walked up to two NYPD officers and 
killed them in cold blood, something is clearly wrong. If ISIS can freely spread its propaganda via social media and turn 
social media users into radical murderers, we have to act. And if innocent children are losing their lives in mass shootings 
because we didn’t proactively identify warning signs in a timely manner, that’s a serious failure. Soteria Intelligence’s team 
has the knowledge and expertise to make a difference in the world, and we are going to. 

Interview conducted by: Lynn Fosse, Senior Editor, CEOCFO Magazine
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For more information visit:
www.soteriaintelligence.com
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(818) 743-9444
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