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BIO: 

Bringing over 20 years of experience 

as a seasoned technology industry 

veteran spanning the application and 

security sectors, Mike Potts leads all 

aspects of Lancope’s strategic direc-

tion and day-to-day operations. Prior 

to Lancope Potts served as President 

and CEO of AirDefense, where he led 

the company’s breakthrough wireless 

security growth of more than 300% in 

2 1/2 years and completed the strate-

gic all cash acquisition of the com-

pany by Motorola (NYSE:MOT) in 

September 2008. 

 

About Lancope, Inc.:  

Lancope, Inc. is a leading provider of 

flow-based monitoring solutions to 

ensure high-performing and secure 

networks for global enterprises. Unify-

ing critical network performance and 

security information for borderless 

network visibility, Lancope provides 

actionable insight that reduces the 

time between problem identification 

and resolution. Enterprise customers 

worldwide, including healthcare, fi-

nancial services, government and 

higher education institutions, rely on 

Lancope to make better network deci-

sions, respond faster to network prob-

lem areas and avoid costly outages 

and downtime — at a fraction of the 

cost of conventional network monitor-

ing solutions. With Lancope, you can 

know your network and run your busi-

ness better. Privately held and ven-

ture-backed, Lancope is headquar-

tered in Atlanta, Georgia. 

 

Interview conducted by: 

Lynn Fosse, Senior Editor 

CEOCFO Magazine 

 

CEOCFO: Mr. Potts, would you tell us 

about Lancope? 

Mr. Potts: Lancope is a network se-

curity company. We have been in the 

business for about ten years. Birthed 

out of Georgia Tech, Lancope is prin-

cipally focusing on network behavior 

anomalies that have grown at an in-

creasing level relative to the notoriety 

and the interest level of what is hap-

pening in the industry today. We try to 

detect many of these attacks that are 

getting beyond the perimeter. I am 

speaking of firewalls, intrusion detec-

tion systems, antivirus systems or 

maybe users on the network launch-

ing an attack from within whether it is 

malicious or non malicious. Lancope 

is focused on looking at the behav-

ioral side of what is actually happen-

ing. 

 

CEOCFO: What happens when Lan-

cope is monitoring a network? 

Mr. Potts: Our core product at Lan-

cope is the StealthWatch System, 

which monitors and analyzes network 

traffic to determine anomalous activ-

ity that maybe indicative of attack. I 

talked a moment ago about what is 

actually happening at the perimeter. 

Many of the perimeter-based tech-

nologies such as antivirus (AVs) are 

driven by signatures. Once the signa-

ture is updated and it is in the AV sys-

tem, anybody else with the same sig-

nature of virus actually gets stopped 

at the network perimeter. However, 

for those types of viruses that are not 

signature written at that point, such as 

what just happened with the StuxNet 

virus; those viruses get onto the net-

work, get beyond these perimeter 

based defense systems and have the 

possibility of infecting various IP de-

vices attached to the network. We 

pick up these viruses or these roam-

ing Trojans based on behavioral 

changes in the network. Lancope can 

identify these types of viruses that get 

beyond the perimeter, which are be-

coming more and more threatening. 

We base this on some of the attacks 

that we are witnessing that get well 

beyond the perimeter, also known as 

advanced persistent threats. Lancope 
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is looking at the baseline pattern of 

every device attached to the network, 

as well as how that behavior changes 

through what we call our concern in-

dexes. This heightens the level of 

anomalous behavior. Additionally, we 

can detect user activity behind the 

firewall. For example if the user starts 

talking to somebody in China or Rus-

sia and they have never done that 

behavior or communication sessions 

last beyond an extended point of time 

on a repeated basis, that is a behavior 

change that could indicate some ma-

licious attempt to create espionage 

such as what has happened with 

WikiLeaks. We are looking at every 

single IP device on the network. We 

have a baseline pattern that is estab-

lished over a 30-day period and we 

can look at the changes to these pat-

terns and then specifically when an 

incident begins to arise, we can tell 

who, what, where and how that oc-

curred, to immediately remediate that 

and shut that operation down if it is in 

fact a malicious attack. 

 

CEOCFO: Are the employ-

ees, who use your system, 

aware of the fact that there 

is such a powerful solution, 

and might that be somewhat 

of a deterrent for bad activities? 

Mr. Potts: We have about 650 cus-

tomers in the various industries and 

the tech industry such as Cisco, the 

transportation and retail such as Air 

Tran and Southwest, the government 

with DOD and various Intel agencies 

as well as healthcare. There is higher 

education, which includes Yale, Stan-

ford, University of Manchester in UK, 

Amsterdam. Students know they are 

being monitored because they will get 

a ping from the network security ad-

ministrator relative to a website that 

they should not be going to. It has an 

interesting effect in the sense that Big 

Brother is actually watching what they 

are doing on the network and it deters 

much malicious behavior, particularly 

in the university market. The compa-

nies that are using our product have 

stated that their employees are being 

surveyed by StealthWatch. Most em-

ployees know that there are certain 

things they should not be doing be-

cause they can be detected, and de-

spite that, people still click on a link 

that they know they should not just 

out of curiosity, it is just kind of the 

nature of the beast. The students will 

get a note from the administrator from 

time-to-time, to cease an operation or 

they will terminate their internet con-

nection to the university network if it 

is malicious enough. 

 

CEOCFO: Are there many other 

companies with your capability, and 

what is the unique aspect which al-

lows you to go into such an effective 

means of prevention? 

Mr. Potts: What is very interesting is 

what has happened over the past ten 

years in our industry and what is ac-

tually happening now with our com-

pany being very early into the market 

from a network behavioral analytics 

point of view. We signed our first 

adopters and innovators, and then 

went into what I call the chasm effect 

and a couple of the other companies 

which we are competing with that 

went into the same chasm. They were 

sold off to other companies before 

anyone had a chance to get out of the 

chasm. In the meantime, we stayed 

independent through that period and 

eventually got through the chasm and 

now into the mainstream market. 

What I mean by that is that over the 

past decade, most companies were 

surrounding their fortress with perime-

ter based defense systems, those in-

trusion detection systems, antivirus 

systems, wireless intrusion detection 

systems. In essence, what they were 

saying to companies such as Lancope 

was that we have not locked the front 

door yet, so we do not need network 

surveillance if we have not even 

made our best attempt to keep people 

out of the fortress. What has hap-

pened over the past three years is 

that companies realize that what they 

have done is not enough and they 

attacked. These companies need so-

lutions. We have had good fortune 

and timing and our ability to get prof-

itable and get the company scaled 

appropriately for that chasm. Now we 

are witnessing that growth which rep-

resents 40% to 50% a year for us; 

having been profitable now for almost 

four years, Lancope is coming out of 

this chasm at a lightening-speed rate. 

Even though a couple other compa-

nies were sold that we initially com-

peted with, we are seeing virtually 

every one of the major companies 

now starting to highball this sector of 

network security via behavioral analy-

sis. Not one of the major companies 

has a solution that does what our 

product does, but that is going to 

change because all of these major 

providers are looking at whether they 

can partner, build or buy. We already 

have significant opportunity from a 

partnership point of view. Our product 

has now gone on the Cisco pricelist at 

federal markets and US commercial 

markets with the intent to take it much 

further than that, so we are seeing 

large companies that have an interest 

in the space, taking a number of dif-

ferent tracks to get into the market.  

 

CEOCFO: You have a wide variety of 

products; do most compa-

nies take advantage of the 

full range? 

Mr. Potts: StealthWatch is 

our core product and it in-

cludes a number of compo-

nents within the technology platform. 

However, when a customer licenses 

our product they get all of the feature 

functionality and all the components 

of StealthWatch for purposes of using 

them within security operations de-

partments, compliance departments 

and network operations facilities as 

well as on their helpdesk. Lancope 

licenses our product and deliver it 

both on an appliance and virtual 

mode tied to what is known as per-

second usage. When network capac-

ity and data continue to increase, they 

pay a license fee for increased usage. 

They pay for maintenance. The re-

ceive product support and upgrades 

on an annual basis and as their usage 

continues to grow, meaning voice, 

video and data. They pay another 

license fee to accommodate for that 

usage. 

 

CEOCFO: Are there any services or 

products which you would like to add? 

Mr. Potts: There are some things that 

we are on the verge of announcing in 

“The StealthWatch System monitors and ana-

lyzes network traffic to determine anomalous 

activity that maybe indicative of attack.” 

                                                         - Mike Potts 
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our new release, which will extend the 

product offering from a network threat 

intelligence point of view to also in-

corporating third-party information 

with various research teams helping 

us compile information of known bad 

IP addresses. If an internet user were 

on our network and pinged by some-

body in China or Russia, which was a 

known bad person that has wreaked 

havoc before, then our system admin-

istrator would get an alert. Depending 

on the policy and procedure within 

that entity, at Lancope, we would shut 

that operation and communication off, 

based on the known blacklist of an 

individual that you may have been 

unknowingly contacted by or in con-

tact with, and that could cause an in-

fection on your device or could create 

some type of espionage attack on a 

network. Lancope will deliver a threat 

feed later this year that will continue 

to build on our platform an awareness 

of all of the IP communications, cre-

ate the type of community program of 

known blacklist and publish those 

amongst our customers to enrich that 

data feed.  

 

CEOCFO: Do you see a time when 

this would come to consumers? 

Mr. Potts: Our core market is primar-

ily the Global 2000 or better yet, they 

are the large companies and universi-

ties that have high data velocity, 

meaning that voice, video, and data 

measures in thousands or millions of 

per second. Typically, the consumer 

market is not a realistic consumer of a 

product like StealthWatch .  

 

CEOCFO: Is the target market aware 

of Lancope? 

Mr. Potts: Lancope reaches the tar-

geted perspective customer a variety 

of different ways. We have ongoing 

marketing help and communications 

to interested parties, and they have 

established a relationship with us via 

our website. Lancope continues to 

feed them information on the evolu-

tion of a product and what is actually 

happening in the industry. At some 

point, those perspective customers 

have either suffered a breach or have 

decided to beef up their security ef-

forts and reach out to our inside sales 

organization via a number of different 

tradeshows that we attend, which are 

more industry specific for the security 

sector. Lancope attracts a number of 

different perspective customers as 

well as various channel partners, both 

domestically and internationally, that 

serve as value-added resellers. They 

had customers that had direct interest 

in products like ours. With a strategic 

partner Cisco, we are going back into 

Cisco customers through our Cisco 

relationships, adding onto their net-

work the StealthWatch solution.  

 

CEOCFO: Why should the business 

and investment community pay atten-

tion to Lancope? 

Mr. Potts: From the Wall Street Jour-

nal to the Atlanta Business Journal, 

there are frequent articles about some 

type of cyber outbreak. The cyber 

outbreaks continue to grow despite 

money and the technology put into 

the industry to surround the fortress of 

these companies. It is getting deeper 

into the bowels of the companies and 

normal security procedures are just 

not enough anymore. While Lancope 

is not the silver bullet to stop cyber 

warfare, Lancope is a significant part 

of the solution set to identify these 

advanced persistent threats, to bring 

them to the forefront and shut them 

down. Lancope has been in the busi-

ness for over ten years, we were early 

in this market and where we are now 

is at the epicenter of everything that is 

happening to help fight cyber warfare.  

 

CEOCFO: What should people re-

member most about the Lancope sto-

ry? 

Mr. Potts: There are these compa-

nies that fell by the wayside in that 

chasm, and one of the biggest chal-

lenges is realizing that we were in the 

chasm and not throwing everything 

away and starting over again, feeling 

that we were never going to get out of 

the chasm. We had perseverance to 

drive through that and see what was 

actually happening in the market. 

That is a hard thing to do, it is hard to 

convince other folks who put a great 

amount of money into the company 

and not do a restart. We had the abil-

ity to persevere and the vision to get 

through the chasm. Now it just the 

challenge that now that we are grow-

ing at 50% and going from 50 em-

ployees to 110 employees, it is trying 

to protect that cohesiveness and the 

radiance that got us to this point and 

that will take us to the next level. I am 

delighted that we had survived that 

period of unknown or uncertainty in 

the chasm. 

 

CEOCFO: What have you learned 

from you previous experience that 

gave you the confidence to stay the 

course? 

Mr. Potts: The last company I had 

was a wireless security company 

called Air Defense, which Motorola 

had acquired. I think many people 

really doubted the concept of wireless 

intrusion protection. We stayed at it 

and persevered through the market 

even though the market eventually 

consolidated. We delivered a solution 

that was a must-have for Motorola to 

stay competitive in that business. 

Many people did not think that was 

going to materialize, and the wireless 

intrusion protection is going to materi-

alize. Having been through that, hav-

ing been through the process of tak-

ing a company public in the dot.com 

era, coming out on the other side suc-

cessfully, and having been through 

this before, the story was different. 

The outcomes were more or less the 

same. That gave me the experience 

and the confidence to know that we 

were going to get through this chasm, 

based on what we began to see on 

the other side.   
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